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The Latest Fraud Tactics to Watch Out For

Fraud schemes continue to evolve, with scammers finding new
ways to exploit trust, create urgency, and take advantage of
digital communication channels. Awareness is one of the
strongest tools in preventing fraud. This quarter, we're sharing
the latest fraud trends, helpful reminders, and resources to help
you identify suspicious activity and take steps to protect your
personal and financial information.

Remember: Employees of Southwest Heritage Bank will

NEVER ask for your online banking username, password,
account information, or security codes.

Scams to Avoid
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Scams SCAM
ALERT

Scammers may gain access to
a friend, family member, or
colleague’s messaging account
(such as WhatsApp or email)
and use it to send unexpected

attachments that appear Online Contest & Voting Scams
legitimate. These files often

look like invoices, billing Cybercriminals may hijack a trusted contact's
statements, payment records, messaging account and send links asking you to
or other business documents. vote in an online contest, support a family
Opening the attachment can member, or help them win a competition. Clicking
install malware on your device, the link often directs victims to a fake login or

giving cybercriminals access to verification page designed to steal account



sensitive information or even credentials. Once scammers gain access, they
allowing them to remotely can take over accounts, collect personal

control your computer. If you information, and send similar messages to others.
receive a file you weren't Always be cautious of unexpected voting requests
expecting, always verify and avoid entering login information through
through a separate unfamiliar links.

communication method before

opening. QR Code Scams

Job Recruitment QR code scams, sometimes called "quishing," use
Scams fraudulent QR codes to direct victims to fake
websites designed to steal personal information or

Job scams often begin with an payment details. These codes may appear on
unsolicited text message, emails, text messages, flyers, parking meters,
email, or social media restaurant menus, or even stickers placed over
message from someone legitimate QR codes. Because QR codes hide the
claiming to be a recruiter for a destination website, it can be difficult to recognize
well-known company. These a scam before scanning. Always review the
fraudulent offers typically website address before entering sensitive
advertise high pay, flexible information or completing a payment.

remote work, and minimal
experience requirements. Once Impersonation Scams
a victim expresses interest,
scammers may request Impersonation scams occur when fraudsters
personal information, banking pretend to be someone you trust, such as a bank
details, or upfront payments for representative, government official, law

training or equipment. Be enforcement officer, employer, coworker, family
cautious of job opportunities member, or well-known company. Their goal is
that seem too good to be true often to create a sense of urgency or fear to

and verify openings through pressure victims into sharing personal information,
the company's official website. sending money, or providing account credentials.
A legitimate company will These scams can arrive by phone call, text
always contact you through message, email, or social media and may appear
official channels and will never highly convincing. Always verify unexpected
require you to submit requests through a trusted contact method before
payments. taking action.

Click Here for More Tips from the FTC

Fraud in the News

Arizona Woman Loses Las Cruces Police Scammers Use Photo
$1k+ to Fake Airline Warn Residents About Radar Claims to Trick



Refund Scam Rental Listing Scams Phoenix Drivers

An AZ woman lost more than Police are warning renters about Phoenix police are warning
$1k after unknowingly contacting scammers who post fake rental residents about scam text
scammers impersonating listings using photos and details messages claiming recipients
American Airlines while trying to  from legitimate properties. Inone  owe money for photo radar or
request a refund for a canceled  case, a woman lost $1,800 after traffic violations. The

flight. The fraudsters promised a sending a deposit and rent messages often create a
larger refund if she first sent electronically to someone posing sense of urgency and include
additional money, highlighting as a landlord. Before sending links to fraudulent payment
the importance of using official money, verify the property and websites. Remember,
company websites to verify be cautious of anyone unwilling legitimate traffic camera
contact information and avoid to show the rental or citations are delivered by mail,
impersonation scams. communicate face-to-face. not by text message or email.
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Free Fraud Alert Services for Property

Pima County

Fraud Notify is a free service from the Pima
County Recorder that helps property and
business owners monitor for potential fraud.
After signing up, you can receive an email
alert whenever a document is recorded under
your individual or business name, providing
an early warning of possible property fraud.

Maricopa County
Maricopa Title Alert is a free service that
monitors for documents recorded under your
individual or business name. After signing up,
subscribers receive notifications when a
document is recorded. You can monitor .
: : : Access Service
multiple names, update your information or

unsubscribe at any time.

Doiia Ana County
Dofia Ana County offers a free Property Alert
service to help residents monitor for potential
home title theft and fraudulent property
filings. After signing up, you will receive an
email notification whenever a document, such )
: : : Access Service
as a lien or ownership transfer, is recorded

under your name in the county.




Helpful Resources

Internet Crime Complaint Center:
Resources & Crime Info

Explore resources and frequently asked questions if you
have been targeted by a fraud scheme.

Learn More

Federal Trade Commission: How to Report
Fraud & Scams

Learn how to report fraud with the FTC and why it's
important.
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Watch Video

Sharp: Top Phishing Scams Businesses
Need to Watch for in 2026

Learn about the top five phishing scams targeting
businesses in 2026.

Learn More

Southwest Heritage Bank: Fraud
Prevention

Visit our website for tips on protecting your accounts. Also,
stay tuned for emails from us about upcoming fraud
prevention events hosted by your local branch.

Learn More

If you suspect that you have been targeted for a scamming scheme,
please contact Southwest Heritage Bank immediately.
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For more fraud awareness tips, follow along with us on social media. Southwest Heritage Bank is
also now on Facebook- click the icon above for our official Facebook channel.




Southwest Heritage Bank is Member FDIC.
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